Abstract: Fueled by recent public and private efforts to improve access to scholarly works, academic libraries and archives 1 are increasingly digitizing their special collections and creating online repositories for scholarly works. This enhanced online presence has increased libraries' exposure to takedown requests from rightsholders and other concerned parties. Using survey questions and interviews, we examined academic libraries' interaction with both Digital Millennium Copyright Act ("DMCA") and non-DMCA takedown notices. We found that academic libraries most commonly receive non-DMCA takedown requests that are based on non-copyright issues (such as privacy) or that target materials the library itself has placed online. In general, libraries have well-developed norms and practices in place to manage these types of requests to remove material. We also found, however, that libraries have not yet developed norms and practices for addressing formal DMCA notices. Remedying this may be helpful: while DMCA notices directed to libraries have historically been rare, this may be changing as libraries increasingly host open access repositories. We discuss why norms and practices for DMCA notices have not yet developed, and suggest steps libraries, publishers, and authors can take to best manage copyright conflicts while supporting libraries' missions to preserve and provide access to knowledge.
I. INTRODUCTION
In recent years, both academic libraries and archives have increasingly used digital means to preserve materials and provide access to users, allowing them to serve more diverse, and much more far-flung, populations. For example, libraries and archives are increasingly digitizing collections with unique or rare material that otherwise has limited circulation in order to improve long-term preservation and expand access to cultural heritage. 2 The growth of online scholarship repositories and sharing sites, where academic authors post papers for wide access, is another central development. This evolution of the dissemination of academic works from collections held solely within library and archive premises to open digital forms is widely heralded as increasing access to academic knowledge and fueling research. And the phenomenon extends beyond academic institutions: as readers connect more with books through e-books 3 and other digital reading formats, public libraries will also grow their digital offerings. Further, some academic and other libraries-a flagship example is the Digital Public Library of America ("DPLA")-are taking on aggregator roles in which they provide "portal" type access to materials at other institutions through linking to the materials. 4 Overall, online access to library and archive materials is growing and poised to grow further.
At the same time, libraries and members of the public have expressed frustration with publishers' slowness to adapt their business models to include open online access. This has prompted recent and growing efforts to create wider availability of scholarship through policies that promote public or open access. 5 Proponents argue that these policies will improve access to knowledge by both citizens and other researchers, thus increasing the state of knowledge and the return on investment for publicly funded research. Academic libraries and their affiliated institutions have played a large role in these efforts, increasingly developing and implementing open access policies and committing to the "immediate and barrier-free online dissemination of scholarly research." 6 These efforts are further supported and fueled by the recent growth in policies by both federal government agencies and private funders mandating public or open access to funded research. In 2008, the United States federal government required the National Institutes of Health ("NIH") to implement a public access policy for published results of NIH-funded research. The policy requires that peerreviewed manuscripts be made available to the public free of charge online, no later than a year after publication. 7 In 2013, the White House's Office of Science and Technology Policy issued a memorandum extending a similar policy to research funded by any federal agencies with a research budget over $100 million. 8 With the White House's move, almost twenty agencies, including those most active in research, are now covered by public access requirements. 9 6 This is one of the key principles of the Coalition of Open Access Policy Institutions (COAPI). SPARC*, COAPI PRINCIPLES, http://www.sparc.arl.org/sites/default/files/COAPIPrinciples%20%281%29.pdf [https://perma.cc/JEG5-GVM5]. For a list of COAPI member institutions, see COAPI Members, SPARC*, http://sparcopen.org/coapi-members/ [https://perma.cc/DP7D-5LP7]. 7 Manuscripts must be made publicly available no later than twelve months after the official date of publication. The policy applies to manuscripts accepted for publication on or after April 7, 2008. See U.S. Dep't of Health & Human Services, NIH Public Access Policy Details, NIH: PUBLIC ACCESS POLICY, http://publicaccess.nih.gov/policy.htm [https://perma.cc/ZT7X-8TMC]. 8 Memorandum from John P. Holdren, Director, Executive Office of the President, Office of Science and Technology Policy for the Heads of Executive Departments and Agencies on Increasing Access to the Results of Federally Funded Scientific Research (Feb. 22, 2013 ) (on file with the author). 9 The White House memorandum covers agencies under large departments such as the Departments of Labor, Health and Human Services, and Education, as well as scientifically active agencies such as the National Science Foundation and NASA, all of which have begun releasing their draft policies. For a summary of federal agency public access plans, see White House Directive on Public Access to Federally Funded Research and Data, ASS'N OF RES. LIBR., http://www.arl.org/focus-areas/public-access-policies/federallyfunded-research/2696-white-house-directive-on-public-access-to-federally-fundedresearch-and-data [https://perma.cc/JU8F-YQEL]. See also Andrea Peterson, Half of taxpayer funded research will soon be available to the public, WASH. POST (Jan. 17, 2014), http://www.washingtonpost.com/blogs/the-switch/wp/2014/01/17/half-of-taxpayerfunded-research-will-soon-be-available-to-the-public/ [https://perma.cc/47PA-LGFT].
Similar policies are also being proposed and implemented in individual states 10 and in other countries. 11 While the policies differ in detail, all are aimed at increasing public access to publicly funded work. In addition, regardless of policy, publishers increasingly agree to contracts with authors that allow authors to post final, but unformatted, articles in institutional repositories. 12 These policies and practices generally apply to research article manuscripts; public or open access to e-books is at an earlier stage. However, some publishers-particularly academic presses-are beginning to develop open access publishing models for monographs. 13 The National Endowment for the Humanities has launched an initiative to make unavailable, out of print, or otherwise restricted-use books openly accessible. 14 In addition, universitysupported initiatives like Knowledge Unlatched have developed funding models whereby libraries share the cost of making books openly accessible. 15 Academic libraries have emerged as key players in this move to open access as they rapidly develop platforms that provide digital access to scholarship. As libraries and archives increasingly move into 10 See, e.g., California Taxpayer the online open access space, they are also increasingly thrust into debates over the DMCA § 512 notice and takedown regime. Section 512's safe harbor from copyright liability is aimed at online services that host material contributed by others; historically, libraries did not often host materials posted by others and were therefore unlikely to be eligible for this protection. 16 Newer institutional open-access repositories, however, may hold many works placed there by third parties, usually authors. These author-directed postings to institutional repositories may put academic libraries into the role of host, thus bringing them under the aegis of the formal notice and takedown system created by the DMCA.
We sought to study this potential shift in libraries' interaction with notice and takedown for two main reasons. First, as noted, academic libraries are continuing their crucial societal role to preserve and provide access to knowledge by acting as important players in the open-access ecosystem; this makes their experience with takedown a potentially important factor in the robustness of this ecosystem. Second, librarians have long had sophisticated, careful, and publicminded approaches to copyright and copyright policy. Their approaches to managing takedown requests are thus likely to be useful in understanding how actors with a public mission balance the competing interests inherent in the practice of notice and takedown and how well these complexities can be managed by such actors. 17 We explored these topics by fielding a survey instrument asking libraries about their experiences with takedown notices, and by following up in more detailed interviews with a subset of respondents. Through this method, we examined current library interaction with notice and takedown regimes, including the frequency of takedown requests, the type of content targeted, the concerns expressed by those sending takedown requests, and library responses to these requests.
We found that there are relatively few historical examples of library content being targeted with DMCA takedown notices; however, 16 Some campus libraries, however, once served as information technology providers for campuses and may rarely still review and process DMCA notices in this capacity. 17 While Congress set out the basic balance in section 512, there is room for further balancing in the everyday practice of notice and takedown, which is thus approached differently by different actors. See, e.g., JENNIFER M. URBAN, JOE KARAGANIS & BRIANNA SCHOFIELD, NOTICE AND TAKEDOWN IN EVERYDAY PRACTICE 1 (2016) (describing the practice of notice and takedown by some types of notice senders and online service providers).
DMCA notice and takedown has recently begun to take on a greater role for academic libraries as library, author, and publisher interests and activities converge. The extent of this shift and its effect are yet to be seen, but libraries' experiences thus far already point to some recommended practices, which we discuss in Section IV.
We also found that, while formal DMCA notices currently appear to be rare, academic libraries regularly encounter a wide variety of other takedown requests. Many of these requests are less formal than DMCA notices. As described further below, these non-DMCA requests include both copyright-based requests targeting material that is digitized, curated, or posted online by the library itself (to which DMCA protections do not apply), and requests initiated for noncopyright reasons like privacy. Libraries' experience with these types of non-DMCA takedown requests is both longstanding and ongoing. Libraries' management of these requests forms a crucial component of their overall approach to takedown. Non-DMCA takedown requests seem likely to continue, and may grow, as libraries continue to build open repositories.
We describe our findings below, in Sections II and III. In Section IV, we discuss the findings and offer some recommendations to help libraries and publishers develop effective methods for managing takedown requests. Section V concludes.
A note on our methods is in order. We draw our findings from survey responses and interviews with academic librarians, supplemented by publicly available information. We recruited survey respondents through a modified "snowball" method. We first distributed the survey to library contacts in the Berkeley Digital Library Copyright Project and Digital Public Library of America networks and through library-focused listservs. These initial contacts then forwarded the survey to other relevant library contacts in their networks. Through this method, we expected to reach a wide range of academic libraries. The survey instrument 18 Where we found it necessary to gather additional information or clarify responses, we followed up with interviews.
Overall, our findings reflect eleven survey responses and five indepth interviews with individuals at academic libraries responsible for addressing takedown requests received for content in digitized collections. This yield is rather small relative to our outreach efforts, and we followed up with potential respondents to find out why. The reasons appear to reflect both organizational characteristics specific to academic libraries and the roles libraries generally have played in the online ecosystem. Primarily, we heard from those who elected not to answer our survey that, on many campuses, designated agents outside the library, often based in information technology departments, receive DMCA takedown notices. This leaves librarians with limited knowledge of the notices. More generally, we heard that potential respondents did not answer the survey because they lacked experience with DMCA takedown notices and thus did not think their responses would be useful. A follow-up study of academic campus DMCA agents would be beneficial, as would a follow-up study in future years after digital repositories have developed further.
II. DMCA TAKEDOWN REQUESTS: CURRENTLY RARE, BUT UNSETTLED
By all publicly available accounts, buttressed by our surveys and interview discussions with librarians, academic libraries have historically received few formal DMCA takedown requests. However, recent efforts by Reed Elsevier ("Elsevier") to clear contested articles from online repositories, and notice-sending efforts by third-party "rights enforcement organizations" ("REOs"), have together raised librarians' concerns about a potential increase in DMCA requests.
As demand grows to make academic authorship available through institutional repositories, academic libraries have taken the lead in establishing, implementing, and maintaining repositories to make academic works available on the Internet. 19 Library-directed repositories often host articles authored by their faculty and graduate students, and sometimes host articles by authors from other institutions. In establishing these online-accessible repositories, libraries are increasingly becoming "online service providers" ("OSPs") as defined by the DMCA. Thus, they may increasingly become eligible for the protections offered by DMCA, and subject to the responsibilities it places on OSPs. 20 Under DMCA notice and takedown procedures, copyright owners can submit a notice to an OSP requesting that allegedly infringing material be removed from the provider's service; this often results in the OSP taking the material down. 21 Importantly, in return, the DMCA gives OSPs that follow the Act's requirements a safe harbor from secondary liability for copyright infringement by their users. These formal DMCA "takedown" notices and the accompanying safe harbors had much less relevance to libraries before online repositories began growing, because libraries were less often in the position of hosting or linking to material posted by others.
The applicability of the safe harbors is subject to a number of limitations, the effects of which vary depending on the repository design. Critically, the safe harbors do not apply when the service provider itself uploads the material. 22 At least one recent review finds that, although authors increasingly initiate submissions to institutional repositories, this is almost always through a mediated 19 submission process and after personal and direct contact with institutional repository administrators. 23 The question is further complicated by the respondeat-superior relationship that could exist between authors local to a university and a repository. 24 The resulting mixed nature of institutional repositories, which may include authoruploaded content, library-mediated submissions, and even libraryuploaded content, make the application of DMCA safe harbors less clear. As a result, libraries may feel more uncertain about whether DMCA protection applies than under models that rely exclusively on user-directed content. Uncertainty about the availability of the safe harbors arises also when libraries exercise significant curatorial control over the material in the repository. 25 Given the historical mismatch between libraries' goals and practices and the intermediary-focused safe harbors, we expected that libraries would not have received many DMCA notices prior to branching out into repository hosting. Indeed, that is what we found in both publicly available accounts and in our surveys and interview discussions with librarians. Although several digital library collections have DMCA takedown policies available online, 26 it appears that, until recently, publishers rarely used DMCA notices to target digitized works in academic library collections.
In late 2013, however, Elsevier, publisher of nearly 2,000 research journals, ramped up its DMCA notice-sending activities to enforce the rights it holds in academic articles. As part of this effort, Elsevier sent over 2,800 DMCA takedown notices over several weeks to academia.edu, a social networking site where academics share research papers. 27 Concurrent with this effort, Elsevier also began sending takedown notices to individual researchers and universities targeting articles posted on university-hosted pages. Harvard University, the University of California-Irvine, and the University of Calgary were among the recipients of these notices, which targeted department, lab, course websites, and the personal webpages of faculty. 28 In a public statement about the notices, Elsevier had said that it "issue[s] takedown notices from time to time when the final version of published journal articles is posted on unauthorized public websites." 29 Elsevier's activities sent a ripple of concern through the academic library community. Respondents noted that if such efforts were to grow, open access repositories for academic work could be threatened. Elsevier's reference to the "final version" of journal articles highlights a common practice among publishers. Many authors are asked to transfer some or all their copyright rights in an article to their publisher when signing a publication agreement, and relatively few publishers allow authors to post the final published version of their articles online. More often, however, authors are permitted by the terms of their agreements to self-archive their own final version of their articles-after peer review, but before the publisher formats it in the journal layout. Elsevier's statement distinguished these versions of the articles, as is common in academia.
Notwithstanding Elsevier's attempt to distinguish its policing as aimed only at final, formatted versions, its increased enforcement prompted both criticism and concern among library respondents. In interviews, critics of Elsevier's notice sending stated that authors' practice of posting copies of their articles online is widespread, promotes access to research, and allows subsequent researchers to build on existing work. And-though online posting of final, formatted articles by authors may be formally contrary to publishing agreements-respondents said that posting is a practice historically tolerated by publishers as a modern-day equivalent of authors circulating the free physical off-print copies they were given.
Elsevier's action thus inspired strong concern that these norms of tolerance could be under attack. Respondents feared that the Elsevier takedown notices could signal a change in practice, with publishers beginning to use takedown notices to enforce the formal rights signed over to them by article authors. Library respondents expressed concern that, if this enforcement becomes the new norm, they will not have the capacity to process these requests at scale. Substantively, library respondents worried that an increase in these requests could result in valuable scholarship being removed from online repositories, thus limiting libraries' ability to fulfill their missions to preserve and disseminate knowledge. One respondent noted that, particularly in the case of older articles, an author may no longer have copies of prepublication versions of the article. If the final, formatted version is taken down because it violates the terms of the author's agreement, the author may be left without the ability to self-archive because she would no longer have a version available to deposit online that is in http://www.authorsalliance.org/2016/07/17/is-it-time-for-authors-to-leave-ssrn/ [https://perma.cc/RZ5A-TUXK].
compliance with her agreement. This could severely limit the benefits of open repositories in addition to harming individual authors.
Respondents told us that their concerns were amplified when, several months after Elsevier sent its notices, the California Digital Library at the University of California reported receiving its first DMCA takedown notice, from a third-party REO working for the American Society of Civil Engineers. 31 The notice targeted nine academic articles uploaded by authors to eScholarship, the University of California's open access repository. 32 This notice resulted in the removal of all nine articles.
One survey respondent, an international academic library, also reported receiving DMCA takedown notices for articles posted by authors to its institutional repository. Notably, as with the notice sent for material in the eScholarship repository, the notice was sent by a third-party REO working on behalf of the publisher-not the publisher itself-mirroring a larger trend in the rise of rights enforcement organizations in takedown notice sending. 33 This respondent reported-as with the Elsevier notices and the notice received for articles in the University of California's eScholarship repository-that the articles posted to the repository appeared to be the publisherformatted version of the article rather than the author's final version. The library responded to the request by removing the articles from the repository because of this versioning issue.
One library respondent who has received a single takedown notice targeting several articles in its institutional repository explained how time consuming it can be to address a takedown request. In the wake of the Elsevier notices, the respondent's institution put noticehandling procedures in place to prepare for the potential future receipt of a takedown notices. Just a few months later, the institutional repository received its first DMCA takedown notice and implemented the new procedures. The plan included alerting relevant university administrators; notifying librarians at the targeted authors' institutions and ensuring they were ready to respond to the authors' questions; and preparing materials for the targeted authors that described their options. Staff at the repository also personally engaged in dialogue with the affected authors. In total, this respondent reported that about twenty to thirty hours of staff time were spent addressing the notice.
Not all of the notices libraries reported were issued because the version of the article posted online was in the publisher-formatted version rather than the author's final version. One survey respondent reported receiving a DMCA takedown notice in 2013 from an REO acting on behalf of Elsevier, targeting a single article in the university's repository. 34 The article at issue was a 2009 article that is subject to the National Institutes of Health ("NIH") Public Access Policy. (As described above, NIH's Public Access Policy requires researchers to submit final peer-reviewed journal manuscripts that arise from NIH funds to the digital archive at PubMed Central.) 35 Upon receipt of the notice, the campus security officer removed the article from the online repository and notified the institutional repository librarian of the removal. Library staff then verified that the article was posted to the repository after the designated NIH embargo period had run, and that the version posted was the author's version. Indeed, staff meticulously reviewed the version posted online and the publisher's final version, comparing the two versions word-by-word to verify that the correct version of the article was archived. Staff then notified the REO that the article was posted in full compliance with the NIH Public Access Policy and Elsevier's own policy, which allows authors "to post their accepted author manuscripts on their personal or institutional web site." 36 Within four hours of notification, the REO rescinded the takedown notice and the article was later reinstated to the repository. Later, the repository received an email from the client relations manager of the REO, acknowledging that there was an "obvious error/breakdown in [its] validation process" and stating that the repository's domain would be whitelisted. 34 Although this was a formal DMCA notice, it is unlikely that the DMCA safe harbors would have applied as the library itself was responsible for uploading the article to its repository. Although these examples apparently remain rare, our library respondents expressed concern that a shift by publishers to regularly using takedown notices and REOs may begin to undermine or limit efforts to make academic works accessible. Librarians especially worried that their limited resources and time-constrained abilities to investigate the claims in DMCA notices would result in overzealous takedown if these notices are sent in large numbers. Respondents reported that this is of special concern when REOs send notices using unrefined algorithms that may misidentify content as infringing.
DMCA notices to libraries are a relatively new and infrequent occurrence for libraries. Most of our respondents relayed discomfort with managing the process, and especially with managing potential institutional exposure to copyright liability. In part, this discomfort stemmed from a lack of institutional information sharing and consensus. Several respondents expressed uncertainty about whether their notice-handling approach is consistent with the handling practices at other institutions, stating that DMCA takedown requests to libraries are too infrequent for cross-institutional norms to have developed for handling in the academic library community. 37 Despite this lack of confidence, respondents who have processed one or more DMCA takedown request described undertaking sophisticated analysis and decision-making in their handling of the notices.
For the moment, academic librarians reported a variety of institutional responses to increased notice sending activity. These included educating authors about what rights authors typically retain and what rights they typically sign away in publication agreements, and by offering assistance to authors in finding ways to share their work while complying with the terms of their publications agreements. 38 Some libraries also encouraged authors to negotiate more favorable terms that allow authors to use and display their own articles in any future publication agreements, or to consider publishing in the future with an alternative publisher that would allow such a practice. 39 Librarians also reported urging authors to consider how institutional open access policies can be used to preserve and provide access to an author's future scholarly work. 40 Librarians pointed out that the recent takedown requests underscore the importance of institutional open access policies that empower authors to archive and make articles freely accessible. Such policies may require that faculty grant their university a non-exclusive license before assigning any further rights to publishers-or reserve sufficient rights-to make their articles freely available to the public in an open access repository. 41 When an article is licensed to a publisher in compliance with the open-access policy, or where rights are assigned to a publisher exclusive of the prior grant to the institution, it can then be deposited in an institutional repository without infringing the publisher's copyrights. 42 Publishers' policies will not, by default, represent the terms of institutional open access policies. You should read, and keep, any agreement you sign, but understand that the UC OA Policy is intended to preempt or augment these publisher default terms. This is true whether the publisher requires a copyright transfer or not. If your publisher isn't requiring you to opt out by getting a waiver, you are fully within your rights to take advantage of UC's policy. 43 However, institutional open access policies do have limitations. Prominently, they generally are not retroactive. Because the policies are relatively new, publication agreements that predate an author's institution's open access policy usually are not covered. Accordingly, posting past articles to an institutional repository may not be allowed under the terms of the author's older agreements. In addition, in line with the existing norms of tolerance, open access policies sometimes only apply to the author's final version, not the publisher-formatted version.
Despite their concerns that increased DMCA notice-sending activity could harm open access repositories and their preservation and access missions more generally, library respondents also readily acknowledged the importance of the safe harbors to their institutions' abilities to provide repositories and related services.
Finally, while it is too early to tell whether the recent spate of DMCA notices to academic libraries and repositories is the start of a new trend, many librarian respondents expressed hope that the experience may provide an impetus for authors to carefully consider what rights they transfer in publication agreements going forward, and that it might increase interest in academic open access policies.
III. NON-DMCA TAKEDOWN REQUESTS
While formal DMCA takedown requests are still relatively rare, librarians regularly field other types of requests to remove material from online collections. These "non-DMCA" requests often target 10. material that libraries directly curate, digitize, and post, and the majority cite reasons other than copyright as motivation for the request; accordingly, the DMCA generally does not apply. Respondents indicated that non-DMCA requests predominate over formal DMCA takedown requests. Notably, they also expressed greater confidence in handling non-DMCA requests, particularly those that do not touch on copyright issues, which they deal with using longstanding informal practices.
Non-DMCA requests arise in a variety of situations, such as when private or sensitive information is made available online; when an author is embarrassed by a digitized work; or, less often, when copyright or other creative interests are implicated. In such cases, libraries often address senders' complaints by implementing informal procedures tailored to the circumstances of each takedown request.
Nonetheless, many libraries reported that they have instituted takedown policies that look similar to DMCA notice and takedown for those repositories or requests that are not technically eligible for DMCA safe harbors. Typically, a library will provide the means for a rightsholder or other concerned party to contact the library to request the removal of materials in the digitized collection. Several library respondents noted that they follow the practices laid out in the Online Computer Library Center ("OCLC")'s "Well-intentioned practice for putting digitized collections of unpublished materials online," ("WellIntentioned Practice"), including adopting a takedown policy. 44 Similarly, recent best practices guidance for handling orphan works suggests that, although institutions should not simply promise to remove material in response to complaints, they should offer a way to submit questions, comments, concerns, or other additional information about works in the collection. 45 44 These practices reflect a general understanding among librarians that, even when the library may not be technically eligible for safe harbor from liability, creating a path through which concerned parties can contact the library and engage in discussion may nonetheless address concerns and prevent further escalation. 46 Notably, library respondents reported that many non-DMCA requests do not lead to removal of the material. Rather, by providing a way for concerns to be aired, the informal process can allow discussion and agreement that addresses concerns and prevents further dispute. For example, several respondents reported that many complainants are satisfied if sensitive portions of the material are redacted.
Non-DMCA takedown requests separate into two broad types: requests for removal for reasons other than copyright, such as privacy or defamation; and less often, requests for removal for copyright or related reasons.
A. Requests based in claims other than copyright
Both survey and interview respondents noted that senders of non-DMCA takedown requests most frequently cite reasons other than copyright when requesting removal. In particular, libraries field many requests to take down material that the sender views as private or otherwise sensitive. Respondents reported viewing the receipt of a non-copyright takedown request as the start of a dialogue between the library and the complainant. They reported that the end goal of this dialogue is to strike a reasonable balance between addressing appropriate concerns while maintaining the institutional goals of preserving and providing access to information.
Responses to complaints about sensitive or private information in a posted work are an example. Respondents reported that librarians and archivists make every attempt to review materials and redact private information (such as addresses or Social Security numbers) before posting digitized material online, but that occasionally they miss something. Some libraries reported that they often remove material in cases where the notice includes "identification of sensitive materials previously unnoticed [by the library]." Others will reach an agreement with the notice sender that stops short of completely removing the item from the collection. As examples, respondents described restricting access to sensitive material to website visitors with institutional credentials or redacting the part of the material or collection identified as sensitive.
Dissertations are now commonly published in a library's online collection; these are frequent targets of non-copyright requests for takedown. Our respondents reported that these requests almost always come from dissertation authors themselves, despite the fact that authors often grant the institution an explicit license to publish 47 and are often given an upfront option to request an embargo period before the dissertation goes online. 48 Embargo options appear to be rarely exercised at the time the dissertation is completed. One respondent indicated that fewer than ten percent of dissertation authors request an embargo period prior to publication. Yet authors' views may change as time goes on. Respondents described a wide variety of reasons cited by dissertation authors requesting takedown, including embarrassment about the quality of early writings; concerns that online availability of the work might prevent later publication; and concerns for sources. In a few cases, authors have expressed concern about the safety and anonymity of family members or friends in foreign countries who may be punished for the author's political views.
Libraries reported that they manage requests to remove dissertations from online repositories in a variety of ways; they do not always remove the targeted material. They may instead, for example, address publisher concerns by delaying including the work in the repository for a specified embargo period after publication (where the would-be publisher is satisfied by an embargo period), or restricting access to the work to affiliates of the institution (in cases involving concerns of safety, privacy, or other issues related to sensitive dissertation content). One respondent stated that ninety percent of the time, a two-year embargo satisfies the dissertation author and her publisher.
Our findings regarding these non-DMCA notices are in line with what librarians have reported about takedown requests in other venues. For example, others have noted that copyright concerns are not especially prominent. A recent report on the challenges libraries face when digitizing orphan works found that complaints to libraries about digitized collections typically concerned privacy-not copyright-and often stemmed from some potentially embarrassing fact revealed by a digitally accessible work. 49 Also consistent with our respondents' reports, the orphan works study respondents reported that in all situations where the complaints were legitimate, the complaining party and the collection owner "came to a mutually acceptable solution, such as redaction or removal of the work into a dark archive." 50
B. Copyright-based requests that fall outside the DMCA's notice and takedown procedures
Though other types of requests are more common, libraries also receive takedown requests grounded in copyright concerns that nonetheless fall outside the DMCA, either because the library is directly curating or posting the material, or because the notice does not meet the DMCA's requirements. Like DMCA notices, these notices present the issue of potentially costly copyright liability. Library respondents who had received these non-DMCA copyright requests reported using great care in analyzing the merit of the underlying copyright claim. They described undertaking careful analyses, focused on balancing adherence to copyright law and minimizing liability risk to their institutions with fulfilling their missions to provide access to information. Respondents reported that it is typical to spend several 49 hours analyzing the underlying claims in these requests. Sometimes, the sender alerts the library to a relatively straightforward violation, in which case the library will respond by removing the material. In other cases, after assessing the sender's claim, the library will deny the sender's request.
One library respondent provided an example of such a denial. The respondent was contacted by the copyright owner of content used by another author in a dissertation that had been digitized and placed online by the library. The permission obtained by the dissertation author to use the third-party content apparently did not cover online publication. After assessing the claim, the respondent explained to the copyright owner that it believed the use was within the bounds of fair use, and permission was not required. The copyright owner in this case did not pursue the claim.
As a rule, libraries and archives lack the resources to apply this level of attention to every work in a collection. Respondents thus also reported that notices may serendipitously prompt research that leads to discovery of previously unknown information about the materials. Respondents considered this a potential side benefit of the research required to assess a sender's claim. For example, one library that hosts a digital photo archive reported that a copyright takedown request led its staff to carefully analyze microfiche copies of the newspapers where the photographs were originally featured. Through this search, the staff identified the original photographer-thus adding useful information about the photographs to the archive-and determined that the sender of the takedown request had no copyright claim to the material.
IV. DISCUSSION AND RECOMMENDATIONS
Overall, we found that, although there has been a recent uptick in formal DMCA takedown notices sent to institutional repositories, non-DMCA takedown requests handled through informal systems set up by libraries still predominate. Librarians expressed greater comfort in handling the wide range of notices that arrive through less-formal notice channels than in handling formalized DMCA takedown notices, and concern about potential increases in DMCA notifications.
Indeed, it was striking that librarians expressed such higher levels of confidence handling non-copyright notices, despite the range of issues these notices can raise and despite the fact that balancing some of the issues that commonly provoke them-for example, weighing information-access interests against privacy interests-is widely considered to be devilishly difficult. Why might this be? Our findings suggest an answer with two facets. 51 First, archivists and specialcollections librarians have a long history of handling complaints arising from privacy, embarrassment, security, and other concerns. Second, copyright law allows plaintiffs to demand statutory damages that can, at least theoretically, create extreme liability for an institution; 52 this makes decisions about whether to take down material more fraught.
The difference in experience is key. Time and experience have allowed intra-and inter-institutional norms and practices to develop. Indeed, librarian and archivist experience with these notices dates back to complaints targeted at pre-digital collections. 53 Over years, experiences have been shared within and across institutions in a variety of ways, helping librarians and archivists balance the interests implicated. Respondents reported that their confidence in managing non-DMCA requests expanded through: 1) cross-institution dialogue and the ensuing development of shared informal ideas about "best practices;" 2) guidance from formal best practices documents such as the Well-Intentioned Practice; and 3) a long history of encountering issues that require balancing competing concerns, such as privacy and access. Over this time, libraries and archivists have arrived at a number of solutions that can both accommodate concerns and prevent takedown; indeed, the issues raised are often addressed with solutions that fall short of complete removal of targeted content.
In contrast, many librarians with whom we spoke described operating in the dark with respect to DMCA takedown notices. Librarians reported little knowledge of any norms-based or standardized DMCA takedown practices among similar institutions, especially for particularly challenging requests. Although these librarians often have a solid grounding in copyright law and 51 These themes also consistently arose during the orphan works study Urban undertook with co-researchers. URBAN, HANSEN, AUFDERHEIDE, JASZI & JACOB, supra note 49.
experience processing non-DMCA requests, they reported that the potential loss of the safe harbor and the legal liability that might follow a wrong decision make them especially wary when managing DMCA notices. Many respondents described the difficult position of carefully considering and weighing their core mission against the risk of liability for their institutions. Librarians are deeply aware that responding too conservatively to takedown notices by erring on the side of takedown could damage their preservation and access mandates, but are also deeply aware of the potential institutional cost of copyright liability.
Several librarians described how, to avoid overbroad takedown while still conservatively managing liability concerns, they may engage in fact-intensive and time-consuming investigations in response to a single takedown request. For example, as described above, one takedown notice prompted a librarian to undertake a word-by-word examination of an article to ensure that the right version of the article was posted online. It is clear that this level of review is not sustainable at scale.
Investigation into takedown requests by librarians can be further complicated because they lack information about the terms of the publication agreement governing the work. Authors may sign over rights in publication contracts without understanding the complex terms governing the agreement, and, in many cases, libraries do not have sufficient knowledge of or access to the terms of the author's agreement to intelligently respond to takedown requests. While there is a searchable database of journal publishers' standard policies regarding author posting of journal articles in open access repositories, 54 the database does not include older versions of agreements, nor does it include particularized terms that may have been negotiated between author and publisher in any specific agreement. There is no such comparable index for book publishers' policies at all. Relatedly, information about third-party rights in works embedded within the work in question-for example, photographs or other illustrations-may be impossible to find. In the absence of information transparency about the terms to which an author has agreed, respondents explained that libraries may be inclined to act conservatively and take down content even where a publication agreement or third-party work license would have permitted posting. Yet in some cases, librarians may not need to look to the terms of individual agreements to confidently reject takedown requests; instead, the use at issue may fall within the bounds of fair use. In evaluating potential fair use of materials in their online collections, librarians can draw on their experience evaluating fair use in copyright-based non-DMCA requests and look to best practices documents for guidance. Best practices documents are limited in scope, not legally binding, 55 and may cover only limited situations. At the same time, they are tailored to the needs of libraries and archives and provide consensus-based guidance on how similarly situated institutions view the application of fair use to the management of content. 56 Recent case law suggests that fair use can support some library mass digitization activities, recognizing these activities as transformative, and valuable to the public interest. 57 How open access repositories and other library-hosted materials ultimately will fare under the DMCA takedown procedures-and in the face of less-formal demands-remains to be seen. To help libraries effectively manage increased takedown requests while maintaining publishers' ability to police content made available in online repositories, we recommend the following: and following a best practices document for handling DMCA notices could provide libraries with some reassurance that their practices are reasonable and aligned with that of their peer institutions.
Academic institutions should ensure that librarians have adequate institutional knowledge of DMCA notices directed to library materials, and that library-developed best practices are followed in handling DMCA notices. We found it striking that so many of our potential respondents described difficulty filling out the survey because DMCA notices targeting library materials were received in other departments and were not always forwarded on to libraries, severely limiting librarians' knowledge of the notices. While central administration of DMCA notices may well be institutionally efficient, librarians should be given sufficient information about notices that target library materials-how many notices are coming in, from whom they are coming, and to what resources they are directed-to make handling recommendations. In some cases, the library may be in the best position to process incoming notices. If library-developed best practices arise, they should be followed if possible, regardless of which institutional actor processes a notice. Publishers should ensure that REOs, if used, comply with publisher notice-sending policies. Publishers who work with REOs should clearly communicate their notice-sending policies to these services and should periodically review the organization's practices to verify that they are in compliance with such policies. Publishers should critically evaluate any automated notice-sending practices employed and should ensure that there are systems in place to increase notice accuracy and limit collateral damage.
Academic libraries should consider creating educational materials about the counter notice process and tools that make it easy for authors whose works are challenged to send counter notices if their content is inappropriately targeted for take down. Libraries have long provided user copyright education. Expanding this to include tools to help repository authors consider whether a takedown notice targeting their works is correct, and to file a counter notice if it is not, would assist authors whose works are challenged. Providing information and tools may also help libraries consider the merits of notices, as authors are likely to have better information about publication and third-party content agreements, which they could communicate to the library and the notice sender through the tool.
V. CONCLUSION
Although academic libraries have historically received few formal DMCA takedown requests, recent notice-sending activity, coupled with the growth of open access policies and repositories, suggests that they may receive more DMCA requests as their online offerings grow. At the same time, libraries have a large amount of experience, and thus more comfort, with handling non-DMCA takedown requests.
As libraries continue to digitize collections and grow open access repositories, their long experience with less-formal requests and their relatively well-developed norms for handling those requests can serve as a foundation for handling the potential growth in DMCA notices. In addition, the growth itself might be curtailed if stakeholders take steps to limit the need to use the DMCA notice and takedown process. Educating authors about author-friendly publishing practices, continuing to push for institutional open access policies, and developing best practices for DMCA notice handling might all help. Deliberate effort from all stakeholders can help ensure that the notice and takedown system strikes a fair balance between academic libraries' needs to limit liability and fulfill their preservation and access missions and rightsholders' needs for an effective method for removing infringing content from library platforms. 
